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Abstract 
 
The Internet has permeated the economic, political, cultural and social domains of global society and 
transformed the way in which we present and transmit knowledge. The infrastructure underlying the 
Internet continues to evolve, with ramifications for not only the technical protocols that govern the way the 
Internet functions, but also implications for social, economic, and legal issues. Internet protocols affect 
debates about intellectual property, privacy, security, and information access. What values (e.g. privacy, 
trust, security, equity, transparency, etc.) are embedded in our current Internet architecture, and what will 
be considered in the design of future Internet architectures? This panel describes an ongoing project to 
put ethics scholarship in action: a values intervention into the design of future Internet architectures. 
Panelists from the NSF-funded Future Internet Architecture Values in Design Council will speak about the 
effort to introduce social and ethical discussion into technical design practice, and the methods and 
challenges of such values interventions.   
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Panel Description 
 
The Internet has permeated the economic, political, cultural and social domains of global society 
and transformed the way in which we present and transmit knowledge. The infrastructure underlying the 
Internet continues to evolve, with ramifications for not only the technical protocols that govern the way the 
Internet functions, but also implications for social, economic, and legal issues. Internet protocols affect 
debates about intellectual property, privacy, security, and information access. What values (e.g. privacy, 
trust, security, equity, transparency, etc.) are embedded in our current Internet architecture, and what will 
be considered in the design of future Internet architectures? This panel describes an ongoing project to 
put ethics scholarship in action: a values intervention into the design of future Internet architectures. 
Panelists from the NSF’s Future Internet Architecture Values in Design Council 
(http://www.nyu.edu/projects/nissenbaum/vid_council.html) will speak about the effort to introduce social 
and ethical discussion into technical design practice, and the methods and challenges of such values 
interventions.  
The intersection of information systems and social values is an important question facing policy 
scholars, social scientists, and engineers. The design of technology is never value-neutral, and questions 
of what, and whose, values are embodied in software and system architecture have been controversial 
for decades (Alsheikh, Rode, & Lindley, 2011; Friedman & Kahn, 1997). Affordances built into a 
technology may privilege some uses (and users) while marginalizing others, highlighting values as a 
critical if sometimes invisible influence on the design process. Internet architecture, in particular, carries a 
number of values questions in its design. In Protocol Politics (2009), DeNardis suggests that there are 
many ways that networking protocols can change distributions of resources and power. New Internet 
protocols would impact several political issues, including protection of privacy, access to knowledge, and 
trust and authenticity of data. They would also have a large impact on existing institutional power 
struggles. Challenges and social debates like network neutrality (Lemley & Lessig, 2001), wiretapping 
backdoors (Landau, 2011), and cybersecurity (Clark & Landau, 2011) are all affected by Internet 
protocols. 
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Building consideration of social values directly into engineering practice is a growing movement in 
technology design (Johnson, 2000; Knobel & Bowker, 2011; Manders-Huits & Zimmer, 2009; Miller, 
Friedman, & Jancke, 2007; Shilton, 2010). Social values are significant characteristics or goals ascribed 
to by individuals or a group. These are often broadly construed under the categories of, as Friedman et al 
describe, “fairness, justice, human welfare and virtue” (2006, p. 13), and stem from a variety of ethical 
perspectives including deontology, utilitarianism, and virtue ethics (Ess, 2009).  Because systems perform 
some tasks better than others, choices about what functions to value are built into tool and platform 
affordances. Decades of research in engineering ethics, science and technology studies, and information 
science have demonstrated that values like privacy, consent, or openness can be enabled by a system’s 
features or rules, and are the result of technical choices during the design process (Agre, 1997; Bowker & 
Star, 2000; Friedman et al., 2006; Friedman & Nissenbaum, 1997).  
This panel will describe an interdisciplinary team effort to undertake values-focused interventions 
with network architects working on Internet protocol redesign as part of the NSF’s Future Internet 
Architecture (FIA) program. We will discuss social values relevant to Internet design, methods and 
challenges for intervention in technology design, and solicit audience feedback and perspectives 
regarding similar efforts for engaging in ethics scholarship in action. 
  
Purpose and Intended Audience 
 
 The intended audience is scholars and practitioners interested in the areas of values in design, 
values-sensitive design, or social science and humanistic interventions into science and engineering 
practice. 
 
Relevance to the Conference 
 
 We still don’t fully understand the emergence of values in technological systems: how 
affordances that support some values (e.g. efficiency and novelty) over others (e.g. privacy and security) 
are chosen and implemented during the design process. Design of ubiquitous information systems like 
the Internet is a complicated, situated process incorporating diverse actors, work processes, and social 
contexts. This ongoing research seeks to understand how these actors, work practices and contexts 
contribute to the embedding of particular values in information systems. The iConference is an excellent 
venue for this conversation, because it brings together researchers and practitioners working across the 
areas of values in design and values-sensitive design 
 
Proposed Activities 
 
 The event will be organized as an interactive panel discussion. The first 30 minutes will be 
devoted to an overview of the project and the challenges thus far: 
 
 Michael Zimmer will introduce the Future Internet Architecture projects and the role the Values In 
Design Council has played as analysts and consultants to the FIA projects, helping to identify 
junctures in the design process in which values-critical technical decisions arise, locating design 
parameters and variations that differentially call into play relevant values, operationalizing values 
to enable transition from values conceptions into design features, and helping FIA designers 
examine the interplay of technical values embodied in design with respective ethical values. 
 
 Katie Shilton will detail an embedded intervention with one of the five FIA projects: the Named 
Data Networking project. Shilton’s project studies values levers, which are work practices and 
agents within design that can encourage discussion of values such as privacy, trust, and 
authenticity during the design process.   
 
 Finn Brunton will discuss the VID Council’s use of “adversarial scenarios” as a means of 
intervention with the FIA design teams. Asking each design team to address numerous scenarios 
provided them an incentive to specify how particular features (or changes) within the architecture 
could feed forward through the options available to actors, and the courses they will take. The 
scenarios helped raise questions and choices that might otherwise not be apparent within the 
different projects, and helped make visible various value dimensions not immediately discernable. 
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 Deirdre Mulligan will discuss particular ethical dimensions of the FIA designs, focusing on the 
aspects of the system architectures relating to security, trustworthiness, and privacy, as well as 
commenting on the challenges faced by VID members attempting to engage in this form or ethics 
scholarship in action. 
 
After presenting details from these participants, we will incorporate audience questions, feedback and 
discussion for the final 60 minutes of the session. 
 
References 
 
Agre, P. E. (1997). Toward a critical technical practice: lessons learned in trying to reform AI. In G. C. 
Bowker, L. Gasser, S. L. Star, & B. Turner (Eds.), Social Science, Technical Systems, and 
Cooperative Work: Beyond the Great Divide (pp. 131–158). Hillsdale, NJ: Erlbaum. 
Alsheikh, T., Rode, J. A., & Lindley, S. E. (2011). (Whose) value-sensitive design: a study of long- 
distance relationships in an Arabic cultural context. In Proceedings of the ACM 2011 Conference 
on Computer Supported Cooperative Work (pp. 75–84). New York, NY, USA: ACM. Retrieved 
from http://doi.acm.org/10.1145/1958824.1958836 
Bowker, G. C., & Star, S. L. (2000). Sorting Things Out: Classification and Its Consequences. Cambridge, 
MA and London: The MIT Press. 
Clark, D., & Landau, S. (2011). Untangling Attribution. Harvard National Security Journal, 2(2). Retrieved 
from http://harvardnsj.com/2011/03/untangling-attribution-2/ 
DeNardis, L. (2009). Protocol Politics: The Globalization of Internet Governance. Cambridge, MA and 
London: The MIT Press. 
Ess, C. (2009). Digital media ethics. Cambridge, UK and Malden, MA: Polity Press. 
Friedman, B., & Kahn, P. H. (1997). Human agency and responsible computing: implications for computer 
system design. In B. Friedman (Ed.), Human Values and the Design of Computer Technology 
(pp. 221–235). Cambridge and New York: Cambridge University Press. 
Friedman, B., Kahn, P. H., & Borning, A. (2006). Value sensitive design and information systems. In D. 
Galletta & P. Zhang (Eds.), Human-Computer Interaction and Management Information Systems: 
Applications (Vol. 6). New York: M.E. Sharpe. 
Friedman, B., & Nissenbaum, H. (1997). Bias in computer systems. In B. Friedman (Ed.), Human Values 
and the Design of Computer Technology (pp. 21–40). Cambridge and New York: Cambridge 
University Press. 
Johnson, D. G. (2000). Computer Ethics (3rd ed.). Upper Saddle River, NJ: Prentice Hall. 
Knobel, C. P., & Bowker, G. C. (2011, July). Values in Design. Communications of the ACM, 54(7), 26–
28. 
Landau, S. (2011). Surveillance or Security?: The Risks Posed by New Wiretapping Technologies. 
Cambridge, MA and London: The MIT Press. 
Lemley, M. A., & Lessig, L. (2001). The End of End-to-End: Preserving the Architecture of the Internet in 
the Broadband Era. UCLA Law Review, 48(4), 925–972. 
Manders-Huits, N., & Zimmer, M. (2009). Values and pragmatic action: the challenges of introducing 
ethical intelligence in technical and design communities. International Review of Information 
Ethics, 10, 37–44. 
Miller, J. K., Friedman, B., & Jancke, G. (2007). Value tensions in design: the value sensitive design, 
development, and appropriation of a corporation’s groupware system. In Proceedings of the 2007 
International ACM Conference on Supporting Group Work (pp. 281–290). Sanibel Island, Florida, 
USA: ACM. Retrieved from http://portal.acm.org/citation.cfm?id=1316624.1316668 
Shilton, K. (2010). Technology development with an agenda: interventions to emphasize values in design. 
In Proceedings of the 73rd Annual Meeting of the American Society for Information Science & 
Technology (ASIST) (Vol. 47). Presented at the 73rd Annual Meeting of the American Society for 
Information Science & Technology (ASIST), Pittsburgh, PA. 
 
